
Have you resolved all the risks highlighted in 
the security assessment?

Answer just 14 questions to get a % score on how protected 
your organisation is from cyber security threats. See your 
score at the bottom and if you’re not comfortable with the 
result, call us or email hello@oryxalign.com.

how cyber secure 
is your business?
get your cyber security score
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1. security assessment

2. security awareness

5. multi-factor authentication

7. web gateway security

8. firewall

9. advanced detection & response

10. SIEM/log management

11. mobile device security

12. computer updates

13. backup

14. cyber insurance

Your cyber security score:
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6. encryption

3. email security

4. standardise policies

Have you conducted a full security assessment 
within the last six months?
It’s important to establish a baseline and close existing  
vulnerabilities.

Do you train all your staff every quarter?
Regular training reduces the likelihood of a breach. 
Teach them about data security, email attacks, and your 
policies and procedures. 

Do you use Multi-Factor Authentication 
(MFA) whenever your staff login to internal 
and external sites?
It adds an additional layer of protection to ensure 
that your data stays protected even if your password 
gets stolen.

Do you have cloud-based security that detects 
web and email threats as they emerge on  
the internet?
It blocks threats on your network within seconds - 
before they reach your staff.

Have you turned on Intrusion Detection and 
Intrusion Prevention features?
It sends log files to a managed SIEM (Security 
Information & Event Management).  
Not sure about these things? Call us today.

Have you deployed Endpoint Detection & Response 
(EDR) or Extended Detection & Response (XDR)?
Today’s technology replaces outdated anti-virus. It protects 
against sophisticated threats and can rollback an attack.

Do you have a managed SIEM, 24/7/365?
It uses big data to review all event and security logs from all 
covered devices to protect against advanced threats and to 
meet compliance requirements.

Have you enabled mobile device security?
Today’s cybercriminals attempt to steal data or access 
your network via your employees’ phones and tablets. 
It’s a piece of the security puzzle that’s often overlooked.

Are your Microsoft, Adobe, Java and other 
products updated regularly?
We provide a ‘critical update’ service via automation to 
protect your computers from the latest known attacks.

Do you backup locally or in the cloud and 
store offline?
Test your backups often. And if you’re not convinced 
your backups are working properly, call us ASAP.

Do you have cyber insurance?
If all else fails, protect your income and business with 
cyber damage and recovery insurance policies.

Do you encrypt files at rest and in motion?
Think email and especially on mobile devices.

Are you confident about your email security?
Most attacks originate in email. We’ll help you choose a 
service to reduce and protect against malicious emails.

Have you applied security policies on 
your network?
Examples: Deny or limit USB file storage, enabled 
enhanced password policies, and limited user 
access. We offer web-based training and template 
security policies.
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Send the score to yourself
Enter your work email so you can store the result and share with your colleagues. 
We’ll also include some advice on how to improve the score.
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